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Chapter 1

Preface

This guide is open source and maintained by ErCiccione, of the Monero community. If you have suggestions
or wish to contribute to the development of this guide, feel free to open Pull Requests or Issues on the
GitHub repository where this document is maintained: github.com/monero-ecosystem/monero-GUI-guide.

For the online version of this guide, click here

Translations

This document will be localized into several languages. You will find all available translations in the dedicated
section on GitHub after the next version (1.6) of this guide will be released.

Windows Preparation

If you are on Windows:

Make sure that your antivirus does not block the program.

A miner is included in the Monero GUI software and, as a result, most anti virus software flags the Monero
GUI files as malware and subsequently quarantines them. Fortunately, however, there’s a fairly trivial work
around you can use. That is:

Create a new directory / folder.

Open your AV software.

Add an exception for the newly created directory / folder. Put differently, you have to whitelist the
newly created directory / folder.

Extract the .zip file (in case of Windows) or the .tar.bz2 file (in case of Linux or Mac OS X) to the
whitelisted directory / folder.

Note: if you're using Windows and did not install custom anti virus software, Windows Defender is, most
likely, acting as active anti virus software.

The first time you start the wallet you must give permission to connect to the network via a pop-up.
Check the appropriate boxes and click Allow access.


https://github.com/monero-ecosystem/monero-GUI-guide
https://github.com/monero-ecosystem/monero-GUI-guide/blob/master/monero-GUI-guide.md
https://github.com/monero-ecosystem/monero-GUI-guide/tree/master/translations
https://github.com/monero-ecosystem/monero-GUI-guide/tree/master/translations

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of monero-wallet-gui on all public and private
networks,

Mame: monero-wallet-gui
¥ Publisher: Lnkniown
Path: E:usersiuseridownloadsimonero-gui-win-xg4-

w0, 11, 1.0Y\monero-gui-vd. 11, 1. 0Yymonero-wallet-gui. exe

Allow monero-wallet-gui to communicate on these networks:
Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops {(not recommended
because these networks often have litHe or no security)

What are the risks of allowing a program through a firewall?

Allow access ] ’ Cancel

Figure 1.1: win firewall check



Shortcuts

Some shortcuts are available to make the user experience with the GUI easier:

On all operating systems:
Press Ctrl to view each page shortcut. Press ctrl+"shortcut" to go to that page

On Linux/Windows:
ctrl + tab -> go to the next page
ctrl + shift + tab -> go to the previous page

On macOS:
cmd + tab -> go to the next page
cmd + shift + tab -> go to the previous page



Chapter 2

Welcome

™M MONERO

Welcome - Wilkommen - Bonvenon - Bienvenido - Bienvenue - Valkommen - Selamat
datang - Benvenuto - £(1lll - Welkom - Bem Vindo - fo6po noxxanoeatb

v0.14.0.0 (Qt 5.7.0)

Figure 2.1: Welcome

Extract the package and click on monero-wallet-gui.

Welcome to Monero GUI Wallet.



(1) Language: Click here to see a list of available languages.

(2) Continue: If you are satisfied with the current language, continue to the next screen.
Choose a Language

™M MONERO

Language settings

Change the language of the GUI.

English (US) Deutsch Esperanto Espaiiol

Francais Svenska Hrvatski Magyar

Bahasa Indonesia Italiano B#EE Nederlands

Polski &  Portugués (PT) Portugués (BR) Pycckmii A3biK

Bt (PE) ¥ gmegy (48) =

w8
o
o
«

Cesky

9 0

Romana [PELE Slovensky

& all ™ Siovenski Srpski Catala

) €

Tiirkce YkpaiHcbka Lietuviy Suomi

BBbArapcku

Figure 2.2: Language

You'll see a list of available languages, click on the one of your choice to change it and continue from the
welcome screen. Note: You will be able to change the language later by clicking on the flag in the upper-left
corner.

(1) Close: Cancel and return to the previous screen.

Choose wallet mode

This page lets you choose the mode that best suits your accessibility and privacy needs.
Note: Stagenet and Testnnet only supports Advanced mode.



™M MONERO

Mode selection.

Ple: t the statement that best match

Simple mode

ding, ing and basic functionality.

Simple mode (bootstrap)
ding, ing and basic functionality. The blocke
comp

Advanced mode
a features like mining and m rification. The b

Figure 2.3: mode



(1)

(4)

Simple mode: In this mode your wallet will display a simple interface with easy access to basic
functionality like sending, receiving, transactions history, address book, accounts, and merchant mode,
as well as hardware wallet support. It will connect to a third-party server (a remote node), and it will
not start a local node in your computer (the blockchain will not be downloaded). Choose this option
if you don’t have enough space to store the blockchain file (at least 90 GB), if you don’t require maxi-
mum privacy and you accept the privacy risks of using a remote node to connect to the Monero network.

Simple mode (bootstrap): In this mode your wallet will also display a simple interface with easy
access to basic functionality. Additionaly it will start a local node in the background. This local node
will start the download of the blockchain file (at least 90 GB), which can take many hours or even days.
While the blockchain file is being downloaded, your local node will temporarily connect to a third-party
server (a remote node known as bootstrap node), which will allow you to start using Monero immedi-
ately. After downloading and synchronizing the blockchain and the wallet, your local node will only
temporarily connect to the bootstrap node when your blockchain is not updated. Be aware that using
a remote node (including a bootstrap node) to connect to the Monero network may reduce your privacy.

Advanced mode: In this mode your wallet will display all advanced features available, like changing
fees/transaction priority, solo mining, message verification, transaction proof/check, offline transaction
signing, key images importing, custom remote node (including .onion remote nodes), custom bootstrap
node, starting a local node without setting a bootstrap node (maximum privacy), changing blockchain
location, and daemon log. In this mode you can choose if you want to connect to the Monero network
via a remote node or a local node. If you decide to run a local node, the blockchain file will be
downloaded. If you want to start using Monero immediately, you can also set a bootstrap node
(remote node) in the Settings > Node page. To achieve maximum privacy in your connection to the
Monero network, it’s recommended to avoid using a remote/bootstrap node and instead use advanced
mode to start a local node without setting a bootstrap node.

Change language: This will let you choose the language from the startup page (again).

About the Simple/Bootstrap mode

Upon choosing simple mode or bootstrap mode, an acknowledgement page will be shown, explaining the
features, behavior, and privacy constraints of the mode.

Please carefully read those informations before accepting the implications of this mode and proceed to the
next step.

You must understand the inherent risks of using a remote node for your privacy, and you should avoid using
it with large amounts of money. If you connect to a malicious remote node, it could track your IP address,

your

“restore height” and associated block request data, and send you inaccurate information to learn more

about transactions you make.

(1)

(2)

Region: Choose a region to pick up the remote nodes from. The closer the node is, the better the
wallet performance will be.

Acknowledgement: Check This box if you have fully understood the privacy implications of a
remote node and agree to weaken your privacy by using it.



™M MONERO

About the simple mode

This mode is ideal for managing small amounts of Monero. You have access to basic features for making and
managing transactions. It will automatically connect to the Monero network so you can start using Monero
immediately.

te nodes are useful if you are not able/don't want to download the whole blockchain, but be advised that
us remote nodes could compromise some privacy. They could track your IP address, track your "restore
height" and associated block request data, and send you inaccurate information to learn more about
transactions you make.

Remain aware of these limitations. Users who prioritize privacy and decentralization must use a full
node instead.

For enhanced node performance you may specify your region:

Unspecified

+/| lunderstand the privacy implications of using a third-party server.

Figure 2.4: acknowledgement
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Chapter 3

Create a Wallet

™M MONERO

Welcome to Monero.

Create a new wallet

( this option if this i ir first time using Monero.

Create a new wallet from hardware

our hardwa etto createan

Restore wallet from keys or mnemonic seed

Enter your private k ord mnemonic

Change wallet mode

Number of KDF rounds:

Mainnet

Testnet

Stagenet

Figure 3.1: welcome

On this page you can create a new wallet, open an existing wallet, change wallet mode or change choose how
to connect to the wallet and to the network:

11



(1) Create a new wallet: Start the procedure to create a new wallet file. Choose this option if this is
your first time using Monero.

(2) Create new wallet from hardware: Create a new wallet file from a hardware wallet device (e.g.,
Ledger or Trezor).

(3) Open a wallet from file: Choose this option to select a pre-existing wallet file from your computer
(with the extension .keys).

(4) Restore wallet from keys or mnemonic seed: Click here if you want to recover a pre-existing
wallet using the mnemonic seed or the private keys, creating a new wallet file.

(5) Change wallet mode: Click here to switch between simple, simple (bootstrap), and advanced modes.
Advanced options (requires wallet in advanced mode):

(6) Mainnet: Select this from the dropdown list to use the main Monero network

(7) Testnet: Select this option if you would like to use a development network instead of the main
network. Testnet is designed to let developers test new features that are not available on Mainnet or
Stagenet.

(8) Stagenet: Select this option if you would like to use a network for staging instead of the main
network. Stagenet mimics the features of Mainnet and is designed to let end users test Monero

without the risk of losing funds.

(9) Number of KDF rounds: Adjust the number of Key Derivation Function rounds in order to enhance
the overall security of the generated keys. Any random large number will increase the security.

Create new wallet

Here you can create a new wallet file:

(1) Wallet name: Give a name for your wallet (in this example testname is used).

(2) Mnemonic seed: Write down your mnemonic seed and keep it safe. Your seed is the
master key of your wallet, you can use it to recover your funds.

(3) Wallet location: Select the destination folder of the wallet.

Add a password

Add a strong password to protect your wallet. If you lose your password, then only your mnemonic seed can
recover your wallet.

Daemon settings

This page will open if your wallet is in advanced mode. Here you can choose if you are going to start a local
node or connect to a remote node:

(1) Start node in background: Check this box to start a local node (full node) in the background and
download the blockchain.

12


https://getmonero.org/resources/moneropedia/mnemonicseed.html

™M MONERO

Create a new wallet

Creates a new wallet on this computer.
Wallet name Wallet location

testname D:/Documents/Monero/wallets/

Mnemonic seed

portents request energy unhappy gifts wickets altitude wade wrong arena nylon incur biscuit
jive upwards lumber juicy dove tweezers inroads gimmick public pact pigment lumber

This seed is very important to write down and keep secret. It is all you need to backup and restore your
wallet.

Figure 3.2: new

13



™M MONERO

Give your wallet a password

T cannot be r ed. If you forget it then the

Enter a strong password (Using letters, numbers, and/or symbols).

Strength: Low

Figure 3.3: add password
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™M MONERO

Daemon settings

T mr h t
tp

® | Start a node automatically in background (recommended)

Blockchain location (optional)

D:\Documents\Monero\BlockChain\stagenet

Bootstrap node

Additior ou n ecifyab o immedi:

Connect to a remote node

Figure 3.4: daemon settings
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(2) Blockchain location (optional): To store the blockchain somewhere other than default, enter that
location here.

(3) Bootstrap node: Here you can enter the host/IP address and port of a bootstrap node (remote
node). Your local node will temporarily connect to this third-party remote node while the blockchain
is being downloaded, allowing you to use your wallet immediately. For a list of available remote nodes
and info about them, check the About remote nodes section of this guide.

(4) Connect to a remote node: Check this box if you just want to use a remote node without down-

loading the blockchain. Enter the host/IP address and port of the remote node after checking the
box.

Starting a local node (full node)

If you have selected to start a local node, every time you open your wallet you will see this pop up window:

Starting local node in 10 seconds

Use custom settings

Figure 3.5: sync
It has a countdown that allows you to change some settings before your wallet connects to the local node.

If you don’t want to change any setting, just let the countdown finish and your local node will be started
automatically.

Create new wallet from hardware

On this page you can create a new wallet file from your hardware wallet device. This wallet file will be stored
in your computer and every time you open it you will be asked to connect and unlock your hardware wallet.
Monero GUI currently supports the hardware wallet models Ledger Nano S/X and Trezor Model T.

Create the wallet
(1) Wallet name: Give a name for your wallet (in this example ledger-test is used).
(2) Wallet location: Select the destination folder of the wallet.

(3) Create a new wallet from device: Select this option if this is the first time you use a hardware
wallet.

(4) Restore a wallet from device: Choose this option if you already had a hardware wallet and want
to restore it.

16



™M MONERO

Create a new wallet

Using a hardware device.

Wallet name Wallet location

test-ledger D:/Documents/Monero/wallets/

® | Create a new wallet from device.

Restore a wallet from device. Use this if you used your hardware wallet before.

Subaddress lookahead (optional)

Figure 3.6: 2.4.1
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Creation Date or Restore height (optional): Restore only: If you know the date or block height
that your wallet was created at, you can specify it here so the wallet doesn’t have to scan the entire
blockchain looking for your funds. For example, if your first transaction was included on 2017-07-08
in block 1350000, you should put the previous day date (e.g. 2017-07-06) or a slightly lower height
(e.g. 1330000) so the wallet will start scanning from there, saving you some time. More information
about restore height on StackExchange.

(5) Subaddress lookahead (optional): pregenerate a number of accounts with a number of subad-
dresses each.

(6) Device name: Select the hardware wallet you want to use. Monero GUI currently supports the
hardware wallet models Ledger Nano S/X and Trezor Model T.

Step by step guides on how to generate a Monero wallet from a hardware wallet for all operating systems
(StackExchange):
How do I generate a Ledger Monero wallet with the GUI (monero-wallet-gui)?

How do I generate a Trezor Monero wallet with the GUT (monero-wallet-gui)?

Add a password

Add a strong password to protect your wallet. If you forget the password of a wallet created from your
hardware wallet, you will be able to create another wallet from your hardware device.

Daemon settings (Advanced mode)

Here you can choose if you are going to run a full node or use a remote one:
(1) Start node in background: Check this box to run a full node and begin blockchain sync.

(2) Blockchain location (optional): To store the blockchain somewhere other than default, enter that
location here.

(3) Bootstrap node: To use a bootstrap node enter the host and port. A bootstrap node allows you
to use your wallet while you are downloading the blockchain by connecting to a remote node. For
a list of available remote nodes and info about them, check the About remote nodes section of this guide.

(4) Connect to a remote node: Check this box if you want to use only a remote node without down-
loading the blockchain. You will need to put the host and port of the remote node after checking the
box.

Starting a local node (full node)

If you have selected to start a local node, every time you open your wallet you will see this pop up window:

It has a countdown that allows you to change some settings before your wallet connects to the local node.
If you don’t want to change any setting, just let the countdown finish and your local node will be started
automatically.

18


https://monero.stackexchange.com/questions/7581/what-is-the-relevance-of-the-restore-height
https://monero.stackexchange.com/questions/9901/how-do-i-generate-a-ledger-monero-wallet-with-the-gui-monero-wallet-gui
https://monero.stackexchange.com/questions/11437/how-do-i-generate-a-trezor-monero-wallet-with-the-gui-monero-wallet-gui/

™M MONERO

Give your wallet a password

T cannot be r ed. If you forget it then the

Enter a strong password (Using letters, numbers, and/or symbols).

Strength: Low

Figure 3.7: add password
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Daemon settings

b h t 1€ ; to be connected to a Mc

® | Start a node automatically in background (recommended)

Blockchain location (optional)

D:\Documents\Monero\BlockChain\stagenet

Bootstrap node

Additionally, you may ify a bootstrap node tc ro immediately

Connect to a remote node

Figure 3.8: daemon settings

Starting local node in 10 seconds

Use custom settings

Figure 3.9: sync
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Restore wallet from keys or mnemonic seed

Restoring from seed

™M MONERO

Restore wallet

R et from or mnemo
Wallet name Wallet location

testname D:/Documents/Monero/wallets/

Wallet creation date as "YYYY-MM-DD" or restore height

0

Figure 3.10: restore from seed

Restoring from your mnemonic seed is the easiest way to recover your wallet. You need to put the following
information:

(1) Wallet name: Give a name for your wallet (in this example testname is used).
(2) Mnemonic seed: Paste your seed made of 25 (or 24) words.

(3) Creation Date or Restore height (optional): If you know the date or block height that your
wallet was created at, you can specify it here so the wallet doesn’t have to scan the entire blockchain
looking for your funds. For example, if your first transaction was included on 2017-07-08 in block
1350000, you should put the previous day date (e.g. 2017-07-06) or a slightly lower height (e.g.
1330000) so the wallet will start scanning from there, saving you some time. More information about
restore height on StackExchange.

21


https://monero.stackexchange.com/questions/7581/what-is-the-relevance-of-the-restore-height

(4) Wallet location: Select the destination folder of the wallet.

A detailed guide is available on getmonero.org: ‘How to restore your account’

Restoring from keys

™M MONERO

Restore wallet

Res et from keys or mnemoni
Wallet name Wallet location
testname D:/Documents/Monero/wallets/

Restore from seed

Wallet creation date as "YYYY-MM-DD" or restore height

0

Figure 3.11: restore from key

Restoring from keys is quite easy and can be extremely useful, especially if you are moving your wallet from
an online service like MyMonero. You need to put the following information:

(1) Wallet name: Give a name for your wallet (in this example testname is used).
(2) Account address: The address of the wallet you are recovering.

(3) View key: Your private view key (needed to be able to check your funds).

(4) Spend key: Your private spend key (needed to spend your funds).

(5) Creation Date or Restore height (optional): If you know the date or block height that your
wallet was created at, you can specify it here so the wallet doesn’t have to scan the entire blockchain

22


https://getmonero.org/resources/user-guides/restore_account.html

looking for your funds. For example, if your first transaction was included on 2017-07-08 in block
1350000, you should put the previous day date (e.g. 2017-07-06) or a slightly lower height (e.g.
1330000) so the wallet will start scanning from there, saving you some time. More information about
restore height on StackExchange.

(6) Wallet location: Select the destination folder of the wallet.

When everything is ready click the right arrow and then the Use Monero button.
A detailed guide is available on getmonero.org: ‘Restoring wallet from keys’

Open a wallet from file

After clicking this option a window will pop up. Navigate to your file with the extension .keys, select it and
click the right arrow.

23
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Chapter 4

Monero Account

™M MONERO

@ MONERO © Balance Al

Balance (#0 — Main account)

4370.852667263602

Unlocked balance (~94 min)
4285.583187378335
Accounts

#0 Main account 55LTRS... Balance: 4370.852667263602
& Account

e Send Dad's account 77Vx9c...vKhVp  Balance: 1480.205536116224
e Receive Mom's account 78P16M...WLwQ4j Balance: 1370.705145880000

History Savings 76FWbf...iSzcXQ Balance: 8000.000000000000

© Advanced Childs account 77ETXX...4nEDd5 Balance: 75.027310000000

Settings ~
Create new account

<

Connected + Mining

Wallet is synchronized

Daemon is synchronized (278805)

Figure 4.1: account

The Account tab provides tool to handle your different Monero accounts within your wallet. Each wallet
can have multiple accounts, and each account has its own balance. Also, each account can have multiple
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subaddresses associated with it. For convenience sake, the account address is considered the first address (or
subaddress) generated for an account. Since accounts and subaddresses are deterministically derived from
the mnemonic seed, you only need to know the seed in order to restore the account/subaddress structure
when restoring a wallet (although any labels you assign to the accounts/subaddresses will need to be added
again, since they are stored in your wallet, and not in your seed).

(1) Balance All: Let you see the sum of all your accounts balances, unlocked or not.

(2) Accounts: This is the list of all accounts already generated on your wallet and their corresponding
account addresses.

(3) Create new account: Click on this button to create a new account and set its optional label.

You can change the current account by simply clicking on it on the list.
Each of your accounts are filled with their own informations:

(4) Label: A name or description of the account for convenience.
(5) Account Address: This is the public address you should give to the sender when you want to receive
money in this account. In account #0, it starts with 4 and corresponds to the wallet’s primary address.

In the remaining accounts it corresponds to the account’s first subaddress and therefore starts with 8.

(6) Balance: The account total balance. It cumulates the main address and all subaddresses for this
account. Note: Subaddresses are managed in the Receive screen

(7) Edit Label: Click on this button to edit this account label.

(8) Copy Address to Clipboard: Click on this button to copy this account address to the clipboard.
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Chapter 5

Send Monero

develop

Address

(1)

(W) iccount 0
& Primary account

XMR ?.72
Amount Transaction priority

Account (22 Alll © Automatic

Send

Address book @ © Add description

Receive

Transactions
Advanced options ~
Advanced
© Keyimages
Settings {® offline transaction signing

@ unmixable outputs

Connected

Figure 5.1: send

The Send tab provides tools for creating outgoing transactions.

(1) Address: This is where you enter the destination address of the transaction. You can either enter a

Monero address (a primary address starting with 4... or a subadress starting with 8...) or an OpenAlias
address (see this page for more information about OpenAlias). Best practice is to copy and paste the
address to prevent errors. Since there are malwares that may replace the address of your clipboard
with an address associated with the hackers, you should always verify the destination address after
pasting it. Click on the Address book button on the right side to import an address from the address
book of your wallet.

Amount: This is how much Monero (XMR) you want to send. Click on the All button on the right
side to create a transaction spending all the spendable (unlocked) amount available in your wallet. If
you have enabled the option to display the balance in other currencies in Settings > Interface, your
wallet will also display the amount converted in fiat currency.

Transaction priority: This is the priority level your transaction will receive in the pool of transac-
tions waiting to be confirmed. The higher the transaction priority, the faster your transaction will be
confirmed (included in a block), but the higher you will pay in transaction fee.

Currently staying with the default or the slow option is likely to get you into the next block.
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(4) Description (optional): Here you can add some information regarding your transaction for future
reference. This function is for your record keeping only. The description text will be stored in your
wallet file and only you will be able to see it. It will not be be sent to the receiver, nor stored on the
blockchain.

Advanced options (requires wallet in advanced mode)

(5) Key images: This section allows you to export the key images from your cold wallet into a file, as
well as to import this key images file into your view-only wallet. When your view-only wallet has
the key images for all outputs, it can display the true balance. In order to import the key images
into your view-only wallet, you must use a local node or be connected to a trusted remote node (you
can set a trusted remote node in “Settings” > “Node” page). Click on the question mark icon to see
step-by-step instructions.

(6) Offline transaction signing: This feature refers to the practice of keeping the private keys in a
cold wallet, which is a wallet installed in an offline (“cold”) device. Since the offline wallet never gets
connected to the internet, its stored private keys remain secure. The cold wallet is only used to sign
individual transactions, which are later sent to the Monero network using a view-only wallet. Click on
the question mark icon to see step-by-step instructions.

(7) Sweep unmixable: This allows you to get rid of outputs in your wallet which have strange amounts
like 0.000006839355 and can’t be spent without combining them with another output.
Most users will never need to use this feature.

Address Book

The Address book tab lets you save the name and Monero address of contacts that you frequently transact
with. This is a convenient place to copy addresses from when creating transactions.
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Chapter 6

Receive Monero

M MONERO

@ MONERO @ Addresses
Balance (#4 — Childs account)
75.027310000000 #0 Primary address 77ETXXSc6P..z9F44nEDA5

Unlocked balance (waiting for block)
75.027310000000 birthday 7BZc7od8nw...AIQUMVtjx8

Create new address

® Account
* Send
@ Receive
Merchant
History
e Advanced

Settings

<

Connected + Mining

Wallet is synchronized

Daemon is synchronized (280497)

Figure 6.1: receive

The Receive tab provides tools for generating subaddresses.

(1) Addresses: This list includes your wallet’s primary address (starting with 4...) and all its subaddresses
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(starting with 8...).

(2) Create new address: This button allows you to create as many new subaddresses as you wish. Since
Monero is private, you don’t need to create a new subaddress every time you receive a transaction.
However, to avoid off-chain linking, it’s recommended that you create a new subaddress for every

person, company or exchange you will receive Monero from. Learn more about subaddresses.

(3) Set Label: Click on this button to set this subaddress label. You can use this label to store the
person, company or exchange you gave this subaddress.

(4) QR code: This is a QR code that has your selected address embedded into it. It can be used as a
way to give others your Monero address by scanning the code.

(5) Save: Click here to save the QR code as a png image.

(6) Copy: Click here to copy the QR code corresponding URL formated as *monero:

Merchant view

The Merchant view is intending to offer professionals a nice app on their points of sell. It let you craft
payment requests, and monitor incoming transactions

(1) QR code: This is a QR code that has your selected address, and optionally the amount, embedded
into it. It can be used as a way to give others your Monero address by scanning the code.

(2) Amount: This is for creating a payment request, enter the amount of Monero you would like to receive.

(3) Payment URL: This is the URL corresponding to the address and amount you have chosen. It could
be copied by clicking on it and sent to a customer.

(4) Tracking: If you tick this box, you'll see a list of incoming transactions.

(5) Incoming transaction: Those are the transaction currently seen on the blockchain and the transac-
tion pool, with associated confirmations.
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MONERO

Sales @

2019-03-15 20:58:50 (1 second ago) (hide)
+2.508937200000

2019-03-12 00:24:24 (3 days ago) (hide)
+75.027310000000

Currently selected address: Childs account (Aght-click, save as)

Amount to receive (XM

payment URL (3)

monero:77ETXXSc6 PkAF7WkIPFoL43ivyoBq9kpC38GbCa7Z6T7 2VpWXWBKpK6QQgL47VF19
6h7EFExy43knMYscAyCYz9F44nEDd5?tx_amount=0.5

Enable sales tracker

Leave this page

Figure 6.2: merchant
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Chapter 7

Transactions History

M MONERO

@ MONERO B Transactions ST

Balance (#0 - Primary account) (1)

74441.195746634624

Unlocked balance (~102 min) i Deteiicl
74377.750048849264 . 18-04-2014 20-03- 2019 v

Sort by: Blockheight v Date Page: 3/754 < >

® Account

S g Date
o Send 8: 4hours ago

* Receive
- Transactions
® Advanced

Settings

Date
4hours ago

Date
4hours ago

g Date
3189703 XMR 4 hours ago

g Date
21.362836445947 XMR 8283 4hours ago
Remote node

Wallet is synchronized
@ Advanced options
Daemon is synchronized (282962)

Figure 7.1: transactions

The Transactions tab let you walk through the transactions sent and received on the currently selected
account of your Monero wallet.

(1)

(2)

Search: Quickly filter out transactions from the list searching by transaction ID, destination address,
description, amount or blockheight (number of the block in which the transaction was mined).

Sort & Filter: Here you can filter out transactions between specific dates, or sort them by
blockheight, date or amount.

Transaction list: This area displays the sent and received transactions of the currently selected ac-
count. Each transaction is displayed with the following information: Amount, Blockheight, Date, Fee
(for outgoing transactions), Confirmations, Description (optional), Transaction ID, Transaction
key, and Destination address. The transaction ID, the transaction key and the destination address
can be used to prove that a payment was done in case of a dispute. The transaction keys and the
descriptions (notes) are stored in the cache of your local wallet, therefore they cannot be recovered
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from the blockchain.
Details: Clicking here will show you the following transaction details, when available: Transaction
ID, Date, Amount, Address, Payment ID, Integrated address, Transaction key, Description

(note), Destinations and Rings.

Prove payment (P): Clicking here will generate a payment proof, which you can use, in case of a
dispute, to prove that you made a payment. More details on proving payments can be found here

Set description: Click on this icon to set a new description or edit an existing one.

Advanced options: Lets you choose in which format the date should be displayed.
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Chapter 8

Advanced Features

Solo mining

The Mining tab provides a one click CPU miner that is embedded into the GUI.
(1) CPU threads: Number of CPU threads to use for mining.

(2) threads auto-configuration: Set automatically the number of threads either to the recommended
number, or to the max number.

(3) Background mining: Check this box to enable experimental background mining. This should allow
you to use your computer normally while mining.

(4) Start mining: Start the miner.
(5) Stop mining: Stop the miner.

(6) Status: Indicates the mining state and hashrate.

Prove - Check

The Prove/check tab provides tools for proving a payment or validating proof of a payment. This is necessary
with Monero because these details are not available on the blockchain.
Prove Transaction

This will generate a proof that you made a payment to a certain address. You need to put the following
information:

(1) Transaction ID: This is the ID of the payment you are creating proof for. You can find the
transaction details by selecting the History tab from the left menu.

(2) Address: This is the address you are proving payment to.

(3) Message (optional): This an optional message that will be signed with the transaction details. If
you choose to include a message then the other party must also include the exact same message in
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@ MONERO

Balance (#4 - Childs account)
77.536247200000
Unlocked balance
77.536247200000

Account

Send

Receive

History
Advanced

@ Mining

® Prove/check
e Shared RingDB
e Sign/verify

Settings

<

Connected + Mining

Wallet is synchronized

Daemon is synchronized (281606)

M MONERO

Solo mining

Mining with your computer helps strengthen the Monero network. The more that people mine, the
harder it is for the network to be attacked, and every little bit helps.

Mining also gives you a small chance to earn some Monero. Your computer will create hashes
looking for block solutions. If you find a block, you will get the associated reward. Good luck!

Mining may reduce the performance of other running applications and
processes.

CPU threads

Max # of CPU threads available for mining: 4

Background mining (experimental)

Manage miner Stop mining

Mining at 9 H/s

Figure 8.1: mining
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@ MONERO
Balance (#4 - Childs account)

77.536247200000
Unlocked balance
77.536247200000

Account

Send

Receive

History
Advanced

® Mining

@ Prove/check
e Shared RingDB
o Sign/verify

Settings

<

Connected + Mining

Wallet is synchronized

Daemon is synchronized (281623)

™M MONERO

Prove Transaction

Generate a proof of your incoming/outgoing payment by supplying the transaction ID, the
recipient address and an optional message.

For the case of outgoing payments, you can get a ‘Spend Proof' that proves the authorship of a
transaction. In this case, you don't need to specify the recipient address.

Transaction ID

Message

Check Transaction

Verify that funds were paid to an address by supplying the transaction 1D, the recipient address,
the message used for signing and the signature.
For the case with Spend Proof, you don't need to specify the recipient address.

Transaction ID

Address

Figure 8.2: Prove payment
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order to verify your proof.

(4) Generate: Click here once you've entered all the details to generate your proof.

A detailed guide is available on getmonero.org: ‘How to prove payment’

Check Transaction

™M MONERO

@ MONERO

Balance (#4 - Childs account)

77.536247200000

Unlocked balance Check Transaction
77.536247200000

Verify that funds were paid to an address by supplying the transaction ID, the recipient address,
the message used for signing and the signature.
For the case with Spend Proof, you don't need to specify the recipient address.
Account
Transaction ID

Send

ool Address
History

Advanced Message
e Mining

@ Prove/check > ST
e Shared RingDB

o Sign/verify

Settings

If a payment had several transactions then each must be checked and the results combined.

<

Connected + Mining

Wallet is synchronized

Daemon is synchronized (281623)

Figure 8.3: Check payment

This will verify that a payment was made. You need to put the following information:

(1) Transaction ID: This is the ID of the payment you are attempting to verify.
(2) Address: This is the receiving address of the payment you are attempting to verify.

(3) Message (optional): This is the optional message that may have been included with the proof.
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(4) Signature: This is the signature generated to prove payment.

(5) Check: Click here once you’ve entered all the details to check that the transaction proof is valid.
Shared RingDB

™M MONERO

@ MONERO Shared RingDB

Balance (#4 - Childs account)

77.536247200000 This page allows you to interact with the shared ring database. This database is meant for use by
Monero wallets as well as wallets from Monero clones which reuse the Monero keys.
Unlocked balance

77.536247200000
Outputs marked as spent

This sets which outputs are known to be spent, and thus not to be used as privacy placeholders in
Account ring signatures. You should only have to load a file when you want to refresh the list. Manual
adding/removing is possible if needed.

Send

Filename with outputs to mark as spent:

Receive

History
Browse

Advanced
Or manually mark a single output as spent/unspent:

e Mining
® Prove/check
@ shared RingDB

e Sign/verify Rings

Settings This records rings used by outputs spent on Monero on a key reusing chain, so that the same ring

may be reused to avoid privacy issues.

<

Connected + Mining Key image:

Wallet is synchronized

Daemon is synchronized (281652) Get rina: Set rina:

Figure 8.4: shared ringdb 1/2

This is an advanced tool that can be used to improve the privacy of ring signatures. The outputs used in
ring signatures can be adapted to mitigate the privacy loss when using a key-reusing fork or to avoid outputs
that could not be spent in this transaction.

(1) Mark as spent filename: This tool will mark outputs that are known to be spent. After running
monero-blockchain-mark-spent-outputs, import the resulting file to avoid using these outputs as
decoys in constructed ring signatures. This file is stored in the .shared-ringdb folder by default.
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(2) Mark as spent output: This will mark or unmark as spent a chosen single output. Outputs are
represented by 64-character strings. The outputs added in this field will not be used as decoys in
constructed ring signatures. Unmarked outputs may (but will not necessarily) by used as decoys.

@ MONERO

Balance (#4 - Childs account)
77.536247200000
Unlocked balance
77.536247200000

Account

Send

Receive

History

Advanced

e Mining

® Prove/check
@ Shared RingDB
e Sign/verify

Settings

<

Connected + Mining

Wallet is synchronized

Daemon is synchronized (281652)

™M MONERO

Browse

Or manually mark a single output as spent/unspent:

Rings

This records rings used by outputs spent on Monero on a key reusing chain, so that the same ring
may be reused to avoid privacy issues.

Key image:

Get ring: Set ring:

/| lintend to spend on key-reusing fork(s) |«/| I might want to spend on key-reusing fork(

+/ | Relative

Segregation height:

Figure 8.5: shared ringdb 2/2

(3) Key image input: Add the key image that was used on the key-reusing fork.

(4) Get ring: Press the “Get Ring” button to get the ring members for the given key image in 3.

(5) Set ring: Press the “Set Ring” button to set the ring members for a transaction. Copy the ring
members from 4 to get those for the key image, or manually type in your own.

(6) Intent to spend: Select this if you are certain that you will spend Monero on a key-reusing fork.
This will aggressively modify the input selection algorithm to give you the greatest plausible deniability.

(7) Possibility to spend: Select this if you may spend Monero on a key-reusing fork. This will mod-
ify the input selection algorithm. Uncheck this only if you are certain you will not use a key-reusing fork.
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(8) Relative: When selected, the offsets are encoded relative to the previous, as opposed to absolute
(transactions use relative offsets).

(9) Segregation height: The block height at which the key-reusing fork splits.
Sign - verify Message
™M MONERO

@ MONERO Sign/verify

Balance (#4 - Childs account)

77.536247200000 This page lets you sign/verify a message (or file contents) with your address.
Unlocked balance

77.536247200000 Mode

File
® Account

Sign message
Send 9 g
Receive Message
History
Signature
® Advanced
e Mining
e Prove/check
Verify message
e Shared RingDB
@ sian/verify > Message

Settings

/ Signature
=", Connected + Mining

Wallet is synchronized

Daemon is synchronized (281652)

Figure 8.6: sign/verify

The Sign/verify tab provides tools for signing a message or file with your private key or verifying the
authenticity of a singed message or file.
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Sign
(1) Message: This is where you can enter a message to be signed.
(2) Signature: This is where your unique signature will appear once you click the Sign button. This

is linked to your private key and the message you entered. It will be given as proof along with the
message which was signed.

Verify
(3) Verify message: This is where you will put a message that has been signed.
(4) Address: This is where you will enter the public Monero address of the signer.

(5) Signature: This is where you will enter the signature you are verifying. Once all the required infor-
mation has been entered click the Verify button. A pop-up will tell you if the signature is valid.

Sign - verify File

The Sign/verify tab provides tools for signing a message or file with your private key or verifying the
authenticity of a singed message or file.

Sign

(1) File: This is where you can choose a file to be signed. Click Browse to navigate the file system.

(2) Signature: This is where your unique signature will appear once you click the Sign button. This is
linked to your private key and the file you entered. It will be given as proof along with the file which
was signed.

Verify

(3) File: This is where you enter the path to a file that has been signed. Click Browse to navigate the
file system.

(4) Address: This is where you will enter the public Monero address of the signer.

(5) Signature: This is where you will enter the signature you are verifying. Once all the required infor-
mation has been entered click the Verify button. A pop-up will tell you if the signature is valid.
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@ MONERO Sign/verify

Balance (#4 - Childs account)

77.536247200000 This page lets you sign/verify a message (or file contents) with your address.
Unlocked balance

77.536247200000 Mode

Message
® Account

Sign file
Send
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History

Signature

e Advanced
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e Prove/check
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Settings
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Wallet is synchronized

Daemon is synchronized (281652)

Figure 8.7: sign/verify
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Chapter 9
Settings

The Settings tab provides tools for customizing configuration options.

Wallet

develop

Wallet Interface

(M)

Account #0
& Primary account

xMR 0. 000000000000

Account
Send
Receive

wallet in the future.
Transactions

Advanced

Settings

ed (2101622)

Connected
Figure 9.1: settings-wallet

(1) Close this wallet: Click here to safely close the current wallet and open the main menu.

(2) Create a view-only wallet: Click here to generate a view-only (or audit) wallet file, which is
capable to see all incoming transactions. In order to display the real balance, you must also import
the key images from your normal wallet into your view-only wallet. The view-only wallet will be
created with the same password as the current wallet. See this user-guide for more information.

(3) Show seed & keys: This button will redirect you to the Seed and keys tab.
(4) Rescan wallet balance: Click here to rescan all spent outputs from your wallet, updating your

wallet balance. If your balance is still incorrect, you probably will have to resync your wallet after
changing the wallet restore height to a restore height before the height of the first transaction to your
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(5)
(6)

wallet. To do this, go to the Settings > Info page, Wallet restore height, and click on the (Change) link.
Change wallet password: Click here to change the password of your wallet file.

Enter merchant mode: Click here to open Monero GUTI’s business-friendly mode.

Interface

develop

(@) 2ccount 20 Wallet
& Primary account

Syncing...

ey @ || custom decorations
xvr 0. 000000000000

€|/ | Check for updates periodically

Hide balance
Account Light theme
o Askfor password before sending a transaction
Autos

Receive
v Every 10 minute(s)

Transactions
Lock wallet on inactivity
Advanced

Settings
e displaying balance in other currencies.

2101624

Synchronizing

Figure 9.2: settings interface

The Interface tab is where you can adjust appearance and security settings of the GUI wallet. The options

are:

Custom decorations: Switch custom window decorations.

Check for updates periodically: Enable this option if you want your wallet to periodically check
if a new version is available.

Hide balance: Will display your balance as 7.77 in the balance card. It is a useful privacy feature
if you are running your wallet in a public place, as a point of sales system, or if you have to take a
screenshot or record your screen to someone.

Light theme: Switch between light and dark themes.

Ask for password before sending a transaction: Disable this option if you don’t want to type
your password every time a transaction is sent. This option is enabled by default.

Autosave: When enabled, your wallet file will be saved automatically, every 10 minutes (default) or
at an interval of your choice. This option is enabled by default.

Lock wallet on inactivity: Set this to automatically lock your wallet after N minutes of inactivity.
This ensures no one is able to use your wallet while you are away from keyboard.

Enable displaying balance in other currencies: Gives you the possibility to also display your

balance, the transaction amount and transaction fee in other currencies. You can select the price source
and the currency you prefer (currently only USD and EUR are supported).
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Local Node

™M MONERO

@ MONERO

Balance (#4 — Childs account)
77.536247200000

Unlocked balance O
77.536247200000

Local node
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I
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Wallet is synchronized

Daemon is synchronized (281560)

Figure 9.3: settings_local-node

(1) Start/Stop Local Node: Depending on its current state, either start or stop the local node.

(2) Blockchain location: Manually enter a non-default path to the blockchain, or click change to
choose a new path.

(3) Startup flags: When using a local node, this will be where you enter additional command line options.

(4) Bootstrap Address: Enter the hostname or IP address of the bootstrap remote node. See section
Bootstrap nodes for a brief explanation of what a bootstrap node is.

(5) Bootstrap Port: Enter the port of the bootstrap remote node.

Remote Node

Use a remote node, do not download the blockchain. Check the ‘About remote nodes’ section of this guide.
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@ MONERO

Balance (#4 — Childs account)
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77.536247200000

® Account .

e Send

® Receive
To find a remote node, type 'Monero remote node’ into your favorite search

History engine. Please ensure the node is run by a trusted third-party.

o Advanced

&) Settings > node.moneroworld.com

Daemon username Daemon password
® Seed & Keys ° gz

Mark as Trusted Daemon
o Synchronizing Connect

Waiting for daemon to sync

Daemon blocks remaining: 1792517

Figure 9.4: settings remote-node
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(1) Address: Enter the hostname or IP address of the remote node.

(2) Port: Enter the port of the remote node.

(3) Daemon Username: Enter a username in case authentication to the remote node is required.

(4) Daemon Password: Enter a password in case authentication to the remote node is required.

(5) Trusted Daemon: By default, data requests to remote nodes are obfuscated, and this process requires

more resources. If your remote node is under your control (i.e. a dedicated server of your own) you
can mark it trusted so that data requests will not be obfuscated anymore (just like a local node).

™M MONERO

@ MONERO

Balance (#4 - Childs account)

77.536247200000 Log level

Unlocked balance
77.536247200000 custom

e Account
Daemon log
e Send
® Receive
History
o Advanced

= Settings

e Seed & Keys

<

Connected + Mining

Wallet is synchronized

Daemon is synchronized (281568)

Figure 9.5: settings-log
(1) Log level: Change the verbosity of the debug logs.

(2) Log categories: Add specific categories to the debug logs.
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(3) Daemon log: Real time output of the log.

(4) Command line: Interact with the daemon.

Info

M MONERO

@ MONERO s

Balance (#4 — Childs account)

77.536247200000 GUI version: v0.14.0.0 (Qt 5.7.0)

Unlocked balance Embedded Monero version: v0.14.0.2

77.536247200000 Wallet path: D:ADocuments\Monero\wallets\stage1\stagel.keys
Wallet creation height: 76000 (C

e Account Wallet log path: E;:;L;ifgimlet—gui |as‘;App[]atafRaaming;mmem_wanEt_guu

* Send Wallet mode: Advanced mode
e Receive
Copy to clipboard
History
o Advanced

=) Settings

e Seed & Keys

<

Connected + Mining

Wallet is synchronized

Daemon is synchronized (281579)

Figure 9.6: settings-info
(1) GUI Version: Version of the GUI wallet installed.
(2) Embedded Monero Version: Version of the embedded daemon in use.
(3) Wallet path: Where the wallet is located on your computer.
(4) Wallet restore height: Your wallet synchronization starts at the block defined in wallet restore
height. Therefore, you must set the restore height before the height of the first incoming transaction
of your wallet. If you click on the (Change) link, you can set a blockheight or a date. After changing

it, your wallet will rescan the blockchain starting from the blockheight you set. Note: when you
change your wallet’s restore height, you will lose all information that is stored in the wallet software
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and cannot be recovered from the blockchain, which includes destination addresses, transaction keys,
and descriptions (notes).

(5) Wallet log path: Where the logs for this wallet will be saved.
(6) Wallet mode: Display the wallet mode chosen in the wizard.
(7) Graphics mode: Display the graphics mode.

(8) Copy to clipboard: Copy all information to clipboard.

Seed and keys

simplemode - 0O X

WARNING: Do not reuse your Monero keys on another fork, UNLESS this fork
has key reuse mitigations built in. Doing so will harm your privacy.

(@) rocount 0
(& Primary account
Mnemonic seed
xmR 0. 000000000000
WARNING: Copying your seed to clipboard can expose you to malicious

software, which may record your seed and steal your Monero. Please write
Account down your seed manually.

Send -

@ mosteriul nephew reduce future july rims lipstick vortex habitat cols kept podcast
Receive perfect left hull silk scrub roster jetting bays fowls pause upwards village fowls

Transactions

Wallet restore height

Advanced

Block #
Settings

@ 2080976

Primary address & Keys

Primary address

(3] 4AbPiPZWRAUU48REqeULezAvJj5enwR8vas1pGYxjfdR6KsD8ZJJDGIYHaV1j9Z1
TMGPCnKmR1qT4nzmFHbhjr 02f

Walletis synchronized

Daemon is synchronized (2101630)
Secret view key Copy

Connected @ | 43adbad877a11£29129324096128613194eeb0a7430911be094e985f188601

Figure 9.7: seed-keys

The Seeds & Keys tab displays your wallets mnemonic seed as well as your secret view key, public view key,
secret spend key, and public spend key.

(1) Mnemonic seed: DO NOT share your mnemonic seed with anyone. Store a copy securely.
The mnemonic seed is a 25 word phrase that contains all the information needed to view and spend
funds. Learn more about mnemonic seeds.

(2) Wallet restore height. This is the blockheight of the first incoming transaction of your wallet. This
information is useful when you restore your wallet, because you will only have to synchronize the
blockchain for the period that is needed.

(3) Primary address: This is the main address of your wallet and starts with 4. All other addresses
from your wallet are subaddresses, and start with 8.

(4) Secret view key: Secret (private) view keys allows the holder to view your wallets incoming transac-
tions, but not outgoing. It is sometimes useful for auditing purposes to give your secret view key to a
third party.

(5) Public view key: The public view key is used for stealth address creation. Learn more about view keys.
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Done

Connected

Figure 9.8: seed-keys-2

Secret spend key: DO NOT share your secret spend key with anyone. The secret
(private) spend key is used to sign transactions and should be regarded with the same
security as your mnemonic seed.

Public spend key: The public spend key is used by the network to verify the signature of
the key image you generate when you make a transaction. This is what prevents double-spends
as the network enforces the rule that a key image can be spent only once. Learn more about spend keys.

Export Spendable Wallet: DO NOT share your spendable wallet QR code with anyone.
This can be used like a mnemonic seed for recovering your wallet. This creates a qrcode
that contains all of your keys.

Export View Only Wallet: This creates a QR code that contains only the keys for viewing the
transactions that this wallet sends or receives, but cannot create transactions.
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Chapter 10

Binaries Verification

Verify that the files you downloaded match the official ones. You can use this step-by-step guide with pictures
(easy, for Windows user).
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Chapter 11

About remote nodes

Remote nodes are useful if you are not able/don’t want to download the whole blockchain, but be advised
that malicious remote nodes could compromise some privacy. They may track your IP address, track your
“restore height” and associated block request data, and send you inaccurate information to learn more about
transactions you make. Please make sure to use a node you trust (hopefully your own) and remain aware
of these limitations. Users who prioritize privacy should use the wallet in advanced mode and start a local
node without setting a bootstrap node. A number of public remode nodes are listed at moneroworld.com
and node-o-matic

Bootstrap nodes

Remote nodes can also be useful if you are running a local node and want to use Monero before the blockchain
download has finished. In this situation, the remote node is known as a bootstrap node. Your local node
will temporarily connect to it while the blockchain is still being downloaded. When the blockchain is synced
locally, your local node will disconnect from the bootstrap node. It is a reasonable trade-off for most
people who care about privacy but also want the convenience of an automatic fallback option. Be aware
that when using remote nodes (including a local node with a bootstrap node), nodes may track your IP
address, your “restore height”, and associated block request data, as well as send you inaccurate information
to learn more about transactions you make. Please make sure to use a remote node you trust (hopefully
your own) and remain aware of these limitations. Keep the Monero full node software operating on your
computer even when you are not using the wallet to reduce the amount of leaked data. More information at
https://getmonero.org/resources/moneropedia/bootstrap-node.html
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Chapter 12

Common issues and solutions

The following are only some of the most common issues. For a more extensive list visit the FAQ page on
getmonero.org.

e How do I generate a Ledger Monero wallet with the GUI?

o I am missing (not seeing) a transaction to (in) the GUI (zero balance)

e I am using the GUI and my daemon doesn’t start anymore

e Transaction stuck as “pending” in the GUI

o« My GUI feels buggy / freezes all the time

« My name contains a special (non-ASCII) character (e.g. é, @, 4, O) and I can’t create a
wallet with the GUI

e The GUI uses all my bandwidth and I can’t browse anymore or use another application
that requires internet connection

o« How do I move the blockchain (data.mdb) to a different directory during (or after) the
initial sync without losing the progress?

e How do I change the language of the 25 word mnemonic seed in the GUI or CLI?
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https://monero.stackexchange.com/questions/6825/i-am-using-the-gui-and-my-daemon-doesnt-start-anymore
https://monero.stackexchange.com/questions/6649/transaction-stuck-as-pending-in-the-gui
https://monero.stackexchange.com/questions/6651/my-gui-feels-buggy-freezes-all-the-time
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https://monero.stackexchange.com/questions/6823/my-name-contains-a-special-non-ascii-character-e-g-%c3%a9-%c3%b8-%c3%a2-%c3%96-and-i-cant-c
https://monero.stackexchange.com/questions/6653/the-gui-uses-all-my-bandwidth-and-i-cant-browse-anymore-or-use-another-applicat
https://monero.stackexchange.com/questions/6653/the-gui-uses-all-my-bandwidth-and-i-cant-browse-anymore-or-use-another-applicat
https://monero.stackexchange.com/questions/7225/how-do-i-move-the-blockchain-data-mdb-to-a-different-directory-during-or-afte
https://monero.stackexchange.com/questions/7225/how-do-i-move-the-blockchain-data-mdb-to-a-different-directory-during-or-afte
https://monero.stackexchange.com/questions/7373/how-do-i-change-the-language-of-the-25-word-mnemonic-seed-in-the-gui/
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